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Having an efficient onboarding process is a pivotal step to utilize and provision the IoT devices for accessing
the network infrastructure. However, the current process to onboard IoT devices is time-consuming and
labor-intensive, which makes the process vulnerable to human errors and security risks. In order to have a
streamlined onboarding process, we need a mechanism to reliably associate each digital identity with each
physical device. We design an onboarding mechanism called MAIDE to fill this technical gap. MAIDE is an
Augmented Reality (AR)-facilitated app that systematically selects multiple measurement locations, calculates
measurement time for each location, and guides the user through the measurement process. The app also uses
an optimized voting-based algorithm to derive the device-to-ID mapping based on measurement data. This
method does not require any modification to existing IoT devices or the infrastructure and can be applied to all
major wireless protocols such as BLE, and WiFi. Our extensive experiments show that MAIDE achieves high
device-to-ID mapping accuracy. For example, to distinguish two devices on a ceiling in a typical enterprise
environment, MAIDE achieves ~95% accuracy by measuring 5 seconds of Received Signal Strength (RSS) data
for each measurement location when the devices are 4 feet apart.
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1 INTRODUCTION

The Internet of Things (IoT) has increasingly been deployed in various environments such as
homes [8], hospitals [26], industry [33], to help improve convenience of life, energy efficiency,
safety and security, and product quality. In order to utilize the IoT devices, one crucial yet somewhat
neglected step is to have an efficient onboarding process that can initialize and provision the devices
for accessing the network infrastructure. In the current practice, the process of onboarding IoT

Authors’ addresses: Huanle Zhang, dtczhang@ucdavis.edu, University of California, Davis, Davis, California; Mostafa Uddin,
Peraton Labs, Basking Ridge, New Jersey, mostafa.uddin@peratonlabs.com; Fang Hao, Nokia Bell Labs, Holmdel, New
Jersey, fang.hao@nokia-bell-labs.com; Sarit Mukherjee, Nokia Bell Labs, Holmdel, New Jersey, sarit. mukherjee@nokia-
bell-labs.com; Prasant Mohapatra, University of California, Davis, Davis, California, pmohapatra@ucdavis.edu.

Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee
provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and
the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored.
Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires
prior specific permission and/or a fee. Request permissions from permissions@acm.org.

© 2021 Association for Computing Machinery.

2577-6207/2021/1-ART1

https://doi.org/10.1145/3506667

ACM Trans. Internet Things, Vol. 1, No. 1, Article 1. Publication date: January 2021.



https://doi.org/10.1145/3506667
https://doi.org/10.1145/3506667

1:ii Huanle Zhang, Mostafa Uddin, Fang Hao, Sarit Mukherjee, and Prasant Mohapatra

— 5

______________ | 40:F3:85:90:93:5A
7 08:D2:1F:9A:20:71

6 ‘ ‘ 6 ----- = [ 24:68:AC:E1:35:79
= I = . __.» | 95:DD:77:25:06:01

N » | 12:34:56:78:9A:BC

Visual Objects === Device IDs
Mapping

Fig. 1. Onboarding problem of associating visual objects with device IDs.

devices is often time-consuming and labor-intensive, which becomes a barrier to streamlined
IoT adoption and deployment [11, 24]. In addition, the complexity of manually deploying a large
number of devices makes the system vulnerable to human errors and prone to security risks.

The current manual onboarding process can be illustrated in the following example. Consider a
scenario where an enterprise has acquired many smart light bulbs and installed them on ceilings,
walls, or floors. These devices are equipped with wireless communication modules such as Bluetooth
Low Energy (BLE), WiFi, and Zigbee. In order to allow the system administrators or operators to
control these devices, we need to know the device ID (MAC address or physical address) of each
light bulb. IoT devices usually broadcast their identity using periodic advertisements (or beacons)
that contain human-readable manufacturer names and device types. These attributes can help
to separate different types of devices (e.g., light bulbs vs. thermostats), or devices from different
manufacturers. However, it is difficult to know (physically) which device has what device ID based
on only the advertisement packets. For example, advertisements from a group of light bulbs from
the same manufacturer are identical except for the individual MAC addresses (i.e., device ID);
and there is no obvious way of mapping a device ID back to its origin device from the received
advertisements only. Ideally, we would like to have a simple methodology for such mapping. For
example, as Figure 1 depicts, we hold a smartphone camera in front of a group of identical devices
and an app running in the phone maps the visual objects (images or icons) to the device IDs received
from their advertisements. Since the mapping of visual objects on screens to physical devices is
straightforward, the mapping of device IDs to physical devices is achieved with this smartphone
system.

To onboard these light bulbs manually, we may either try to find the MAC address on the original
package of each device and enter them into the onboarding system one by one, or we can try to
onboard each light bulb one at a time by turning it on/off and verifying which device is under
control. Such a manual process is extremely tedious and error-prone, and is very inefficient when
the number of devices is large. In addition, for devices that do not give visual feedback about its
operational status, e.g., sensors that do not show on/off status, it can be difficult to verify their
device IDs without testing each of them in an isolated environment free of interference from other
devices.

In order to have a streamlined process to onboard IoT devices at large numbers, we need a
mechanism to register each device to the infrastructure based on its unique digital identity (i.e.,
MAC or physical address), and to associate each digital identity with each physical device. Knowing
this information enhances safety [11] and usability [7] in interacting with surrounding IoT devices.
In this paper, we refer to such a process as augmented onboarding. Several practical constraints and

ACM Trans. Internet Things, Vol. 1, No. 1, Article 1. Publication date: January 2021.



MAIDE: Augmented Reality (AR)-facilitated Mobile System for Onboarding of Internet of Things (IoT) Devices at Easd:iii

considerations make designing an augmented onboarding system challenging: (1) the onboarding
process is suitable for existing IoT devices without any modifications; (2) the onboarding process
works for various wireless protocols which means that only information commonly available to
wireless protocols are used; (3) no infrastructure and specialized devices are required; and (4) the
process is automated as much as possible, and provides unambiguous instructions if requiring
human involvement.

We address these system requirement challenges. We design a practical procedure called Mobile
Augmented onboarding of IoT Devices at Ease (MAIDE), which uses Commercial Off-The-Shelf
(COTS) smartphones without additional hardware or infrastructure support, and exploits widely-
available RSS profiles of wireless packets (e.g., WiFi and BLE) to associate the visual presence of
IoT devices to their digital device IDs. Our main contribution is the design of an Augmented Reality
(AR)-facilitated phone app that (1) directs the user to carefully selected locations corresponding to
deployed target devices, (2) measures and records RSS profile at the locations, and (3) then uses an
optimized matching algorithm to associate each device ID to the target device. Furthermore, we
have implemented a smartphone app to run extensive evaluations of the onboarding procedure
under various circumstances.

We have explored the possibility of using RSS to onboard devices in our preliminary work, called
AIDE [35]. Despite having promising results, AIDE has no systematic design and implementation
to find appropriate measurement locations and measurement duration. In comparison, MAIDE is
an AR-facilitated system that systematically selects multiple measurement locations relative to
the target device locations, calculates the measurement time needed based on the distance from
each target device to the phone and the projected accuracy for each measurement, and then gives
clear moment-by-moment instructions to the user where to move next and how long to measure.
In addition, we have conducted a more comprehensive performance evaluation to investigate
the onboarding accuracy under various practical parameters or factors (e.g., measurement time,
interference from non-target devices).

We implement a prototype of MAIDE in two smartphone models (Google Pixel 2 and Huawei
Mate 20). The overview of MAIDE is described in Section 2. We deploy BLE devices at various
sites (e.g., conference rooms, corridors) and arrange them into different topologies (e.g., grid, line).
Our extensive experiments show that MAIDE achieves high device-to-ID mapping accuracy. To
distinguish two devices on a ceiling in the three different typical enterprise environment settings
that we have experimented with, MAIDE achieves 100% accuracy by measuring 6 seconds’ RSS
data for each measurement location when the devices are 6 feet apart and by measuring 1 second’s
data for each measurement location when the devices are 10 feet apart.

2 SYSTEM DESIGN

We believe that for an onboarding procedure like MAIDE to be practical, it should abide by the
following four guidelines: (1) There should be no software or hardware modifications to IoT devices.
As billions of 10T devices have already been manufactured, any requirement for modifications to
devices makes onboarding system impractical. (2) It should have capability to support mainstream
wireless communication standards, such as WiFi and Bluetooth. To be protocol independent, it is
desired to rely only on the common information available in all these wireless standards. (3) No
infrastructure support and COTS smartphones are used as receivers to develop a scalable approach
of inferring the device identities (e.g., MAC address) of the newly deployed IoT devices (i.e., target
devices). (4) Human involvement should be minimized. And in cases this cannot be avoided, there
should be clear instruction and feedback to reduce the chance of human error.

Figure 2 shows the system diagram of MAIDE, which consists of three stages. Many of the key
design decisions for these stages are based on the above design guidelines. (1) The Filtering stage.
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Fig. 2. System diagram of MAIDE. It consists of three main stages: filtering, measuring, and mapping.

We collect broadcast advertisement messages (i.e., beacon packets) from surrounding devices. From
these beacon packets, we select the possible set of devices whose identities are potential candidates
for the target devices. Thus, we narrow down the search-space for identifying the device ID of
the target devices. (2) The Measurement stage. We measure the signal features of the received
advertisement messages from the selected candidate devices at a unique measurement location for
each target device. (3) The Mapping stage. We use a novel voting-based algorithm based on the
measurement at different locations to infer the identities of the target devices.

Filtering. Once IoT devices (i.e., target devices) are deployed and powered on, they start to
emit beacon packets. In addition to the target devices, there could be other devices (i.e., non-target
devices) in proximity as well. During onboarding procedure, MAIDE receives beacon packets from
both the target and non-target devices. Given the number of target devices and their corresponding
locations in the physical world, MAIDE needs to infer the identity of the target devices from the
beacon packets.

A beacon packet typically contains a device name field and a physical address field [6]. We observe
that the device name field may explicitly have the manufacturer name and/or the device type (e.g.,
light bulb, power socket). Although MAIDE can work for the case where different devices are mixed
together, such additional information can narrow down the searching and matching space and
hence reduce measurement time and increase accuracy. More specifically, we consider the following
three cases: (1) Both manufacturer name and device type of the target devices are unknown. This is
the baseline case, in which MAIDE collects beacon packets from both target and non-target devices,
and searches through all devices to infer the device IDs of the target devices. (2) If the device type
information of the target devices is known in advance, MAIDE can filter out all non-target devices
that advertised a different device type in the beacon packet compared to the target device. (3)
Similarly, knowing the manufacturer name of the devices helps MAIDE to filter non-target devices
that advertised different manufacturer names compared to the target devices.

In our onboarding procedure, all target devices should be of the same type from the same manu-
facturing company if they are known. In the case of different device types and/or manufacturing
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Fig. 3. Signal constraints. (a) Flat RSS beyond some distance; (b) Noisy RSS due to the multipath effect.

companies, MAIDE groups them separately based on the manufacturer name (if known) and/or
the device type (if known), and then runs an independent onboarding procedure for each group.
For instance, if we need to onboard 4 light bulbs from Samsung and 3 light bulbs from LG, MAIDE
conducts two independent onboarding procedures: one for Samsung light bulbs and the other one
for LG light bulbs, despite these devices having the same device type. However, in the case that the
manufacturer name is unknown for the above light bulbs, then MAIDE uses a single onboarding
procedure for all 7 light bulbs.

Measurement. In the measurement stage, we collect the signal features from the advertisement
messages of the selected devices from the filtering stage. We conduct one measurement for each
target device. We develop a novel scheme to determine the suitable measurement location and the
duration of each measurement, where each measurement location is physically mapped to a target
device. We elaborate the measurement stage in Section 3.

Mapping. The mapping stage combines the signal features measured from multiple measurement
locations to determine the mapping of each device ID for each target device. We develop a voting-
based algorithm where each device ID obtains a vote for a measurement location corresponding to
a target device. Based on the vote, we map which device ID corresponds to which target device. We
elaborate the mapping stage in Section 4.

3 MEASUREMENT STEP

There are a number of signal features such as Channel State Information (CSI) [4, 31], Angle
of Arrival (AoA) [12], Time of Arrival (ToA) [32] and Received Signal Strength (RSS). Among
them, we find RSS more appropriate for the measurement step. For example, CSI and AoA require
specialized hardware. Moreover, CSI is only available in WiFi communications. By comparison,
COTS smartphones provide RSS information for each received WiFi and BLE packet. It is known
that the signal strength from a nearby device tends to be greater than that from a far-away device.
Based on that, we can select the device ID that has the strongest RSS at the closest measurement
location of a target device. However, such a naive approach fails to work in practice due to signal
constraints and physical constraints of the measurement. These two challenges are common for all
RSS-based systems.

3.1 Measurement Challenges
Despite the benefit of readily available, RSS-based measurements bring many challenges, including
different transmission powers, distances, and the multipath effect.

(1) Different devices have different transmission powers. Assume that we have two devices of the
same type (device ‘A’ and ‘B’) side-by-side, and their transmission powers differ because one
has (device ‘A’) higher battery capacity than the other (device ‘B’). An increase in transmission
powers increases the RSS value of the received signal. Given the proximity of device A’ and
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‘B’, even if we measure RSS of both devices at the location closer to device ‘B’, we may see a
higher RSS value of device ‘A’ compared to device ‘B’. Thus we cannot rely on the absolute
RSS value to infer the proximity of devices.

(2) Beyond a certain distance, changes in RSS are indistinguishable. Figure 3(a) shows a trace
(collected outdoor at open-space on the top of Crowford Hill, New Jersey) in which the RSS
does not decrease much beyond ~ 50 inches. It means that beyond a certain distance it is
challenging to create enough signal strength contrast among multiple devices.

(3) RSS data in indoor environments are noisy because of the multipath effect. Figure 3(b) shows
a trace of RSS when we walk with a receiver directly toward a transmitter located at 80 inches
away. Although the RSS increase is the general trend, the data fluctuates significantly. Due to
the multipath effect, measuring at a larger distance may show a higher RSS value compared
to a shorter distance from the target device. Therefore, without proper techniques to combat
the multipath effect, the accuracy of onboarding based on RSS degrades.

In addition to the above signal constraints, the complex layouts of indoor environments also
introduce difficulty in achieving precise RSS measurements.

(1) Devices might not be approachable. For example, if devices are deployed on a ceiling, we
cannot get very close to the target devices because of their height. Figure 4(a) shows a case
that devices are deployed on the ceiling. In this case, we can move in a side-to-side way, and
look at the difference in the trend of their RSS value change.

(2) Device placement introduces difficulty. Figure 4(b) illustrates one case in which two devices
are close to each other. When we move closer to the target device, we can see both RSS values
increase. In this case longer measurement time may be needed to differentiate the RSS values.
Nevertheless, in the ideal case, we can still distinguish the target device because the RSS
increase rate of the target device is greater than the other device.

Before describing the measurement procedure, we first present our measurement technique
in mitigating the multipath effect. Afterward, we propose a mathematical model to estimate the
suitable measurement location and the duration of each measurement. Finally, by putting them
together, we develop the methodology of conducting measurements using augmented reality
features.

3.2 Mitigating MultiPath Effect

The multipath effect can have both constructive (multipath components are in phase) and destructive
(multipath components are out of phase) interference effect on RSS measurements. In such a
phenomenon, for the constructive case we see relatively higher RSS values, and relatively lower
RSS values for the destructive case. Therefore, we move our phone in a circular way (i.e., local
movement) with our hand when we collect RSS data. By doing this, we average RSS (spatially)
within a small region, and thus we mitigate the multipath effect in our measurement. Note that
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Fig. 5. To mitigate the multipath effect, we move our phone in a circle way. (a) and (b) plots one trace with
and without local movement respectively.

the radius of the circular movement has to be at least 2.5 inches, which is half of the wavelength
(ie., A = ¢/f = 3x108/2.4x10° meters ~ 2.5 inch). Thus, we can have measurements across full
wavelength. To show the effectiveness of our local movement method, we measure RSS at different
distances from a transmitter and average RSS data at each location. Figure 5(a) and Figure 5(b)
plot the results with and without local movement, respectively. We conduct this experiment at
the same locations in order to keep the same environmental factors. Our result clearly shows that
our local movement method results in a smoother and more consistent RSS curve over distance in
indoor environments. Please note that we do not propose a new RSS-to-distance model. Instead, we
propose a measurement method that results in a smoother RSS-to-distance curve. Ideally, for each
target device, the RSS value at its target measurement location is higher than the other measurement
locations (refer to Section 3.3 for the details of measurement locations). Nonetheless, our mapping
algorithm (Section 4) considers all devices at all measurement locations, which is robust against
multipath and Non-Line-of-Sight (NLOS).

3.3 Measurement Location and Duration Estimation

The basic idea of finding a suitable measurement location for a target device is to create the highest
possible signal strength contrast between the beacons received from the target device and its
nearest neighbor device. Consider two adjacent target devices (device 1 and device 2). Given
the log distance path-loss model [9], the following equation shows the relation between signal
strength contrast and the distances at the measurement locations for the target, device 1.

RSS11 — RSS2 =10 - @ - log(dy2/d11) (1)

where RSS;; and RSS;, represents the RSS of the beacon packet received from device 1 and
device 2 respectively. Similarly, dj; and d;, represents the propagation path distance from the
measurement location to each device. « is the path loss exponent. The value of « depends on the
surrounding environment. In a typical industrial factory floor plan with large rooms, the « value is
between 1.6-3.3[13].

Given the small and constant « value in a particular environment, the only way to create large
contrast between RSS;; and RSS;, is to increase the distance ratio, i.e., di2/d;;. This means to make
the measurement location closer to the target device compared to other nearby devices. Due to
the physical constraints, it is not always possible to increase the distance ratio to a large value.
Therefore, we need to know the lower threshold of the distance ratio that achieves the desired
accuracy on identifying device IDs. Form our experiments, we observe that having a distance ratio
above 1.3 is enough to achieve 100% accuracy in identifying device IDs. We also see that as the
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Fig. 6. Measurement procedure in MAIDE. We measure RSS at fixed positions closest to each target device.
At each measurement location, we move our phone in a circular way when collecting RSS.

distance ratio gets closer to the lower bound, it may require a longer duration of measurements to
achieve satisfactory accuracy. In Section 5.6, we evaluate the relationship among distance ratio,
measurement duration, and accuracy. Note that, at each measurement location, we collect RSS of
surrounding devices, both target and non-target, for a few seconds. After collecting the data, we
derive a statistical metric, i.e., mean, median, 95 percentile (close to maximum) and 5 percentile
(close to minimum)) for each device or device ID to build RSS profiles.

3.4 Measurement Procedure

Based on the above discussion, there are three constraints in selecting a measurement location. First,
each measurement location corresponds to a target device, whose device ID we are interested in
finding. Second, a measurement location of a target device is the position that is closest to that
device compared to the other target devices. Third, a measurement location should be as close
as possible to the target device. This third constraint allows us to avoid the flat-like RSS region
from Figure 3(a), and to have an enough RSS contrast among multiple target devices. At each
measurement location, MAIDE simultaneously collects RSS from all devices, and thus it is not
time-consuming and labor-intensive.

In order to automatically select the measurement locations that meet the above three constraints,
we can leverage augmented reality features (e.g., ARCore [14], ARKit [2]) of smartphones. Figure
6 depicts an example of our measurement procedure. In this example, we want to onboard three
light bulbs on the ceiling. To onboard these devices, we collect RSS from all three light bulbs at
three measurement locations. With the help of an AR session, the smartphone camera recognizes
the target devices, and the location of those target devices in the AR world (i.e., the AR session). In
the same AR session, the smartphone continuously monitors the position of the phone’s camera.
Therefore, the smartphone knows the position of the user as well as the positions of the target
devices in the relative 3D coordinate system. With the position information, the AR system can
guide the user to move towards a certain direction and distance to achieve the best possible distance
ratio for a particular target device.

Assume that we select 1ight bulb 1 on the ceiling in Figure 6 as our first target device. Although
the measurement location 1’ is closer to the target device light bulb 1 compared to other
light bulbs, with the help of AR, the user will be guided to the measurement location 1, which
has a higher distance ratio compared to the measurement location 1’. Once we achieve the
desired distance ratio (1.3 or greater), the measurement can start automatically. In the case where
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the desired distance ratio cannot be achieved due to the physical constraints, the user can manually
start the measurement at the location with the highest distance ratio based on the feedback from
the app. The duration for the measurement is determined based on the distance ratio, i.e., the larger
the distance ratio is, the shorter the measurement duration is needed (evaluated in Section 5.6).
After finishing the measurement for light bulb 1, we can select the next target device light
bulb 2 to repeat the process of measurements, and so on. Once all measurements are completed
for all target devices, MAIDE moves on to the mapping stage.

4 MAPPING PROCEDURE

For better understanding, we first formulate the problem and then describe the mapping algorithms.
We further design an AR-assisted loop of measuring and mapping, to enhance system friendliness
to users.

4.1 Problem Formulation

Assume that we have N measurement locations for N target devices. For each measurement location,
we have RSS profile for M number of device IDs that include both the target and the non-target
devices (M > N). Correspondingly, we have an M-by-N matrix D, in which d;; represents the RSS
profile of i* (i = 1,2, ..., M) device ID at j** (j = 1,2, ..., N) measurement location.

dll d12 le
D — d21 dZZ dzN (2)
dvi dvz ... dun

Given the RSS profile matrix D, our objective is to associate the right device ID i for the mea-
surement location j.

4.2 Algorithms
We first describe related algorithms and then explain onboarding algorithms in MAIDE.

4.2.1 The Naive Algorithm [35]. For each measurement location, this algorithm selects the device ID
that has the strongest RSS. The outcome of this algorithm may vary due to the different transmission
powers of different devices. The algorithm complexity is O(M - N), which is polynomial.

4.2.2 The Greedy Algorithm [35]. This algorithm improves on the Naive Algorithm. It first finds
the largest RSS in D, say RSS d;;. Then it assigns measurement location j with device ID i. After-
ward, the row i and column j in D is set to —co. The procedure repeats N times until N devices
at N measurement locations are identified. Compared to the Naive Algorithm that considers a
measurement location to be independent of other measurement locations, the Greedy Algorithm
starts with the largest RSS (normally higher confidence) and also avoids assigning the same de-
vice ID to multiple measurement locations. The outcome of this algorithm may vary due to the
different transmission powers of different devices. An optimized implementation version is to first
sort the matrix into a descending array, which has a complexity of O(M - N - log(M - N)). Then,
we traverse the array to find the first N elements with different column numbers, which has a
complexity of O(M - N) in the worst case. Therefore, the complexity of the Greedy Algorithm is
OM-N-log(M-N)+M-N)=0(M- N -log(M - N)), which is polynomial.

4.2.3 MAIDE Algorithms. We propose voting-based algorithms, in which the likelihood of each
device ID at each measurement location is considered. Equation 3 shows a vote matrix. Each device
i receives a vote for location j, reflecting its likelihood of being at location j. The vote is calculated
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as Zszl (dij — dix). This is derived by comparing device i’s RSS at location j with other locations. A
higher vote for device i at location j means that device i has greater signal strength at location j
compared to that at other locations. Since each device only compares its signal strength at different
locations, the vote is not affected by the difference of transmission powers between devices. Also
note that the vote is jointly determined by measurement results from all locations, which makes
the result more robust than the result of the Naive Algorithm and the Greedy Algorithm where a
single RSS value is used. Based on the vote matrix V, we search for the largest vote summation
of N elements in V. These N elements are from unique devices (i.e., different rows) and unique
measurement locations (i.e., different columns).

?]:1(6111 —dyj) .. ﬁyzl(dw - dij)
V= Z?il(dm —dy) . Zﬁ'\]ﬂ(dZN —dyj) 3)
Zﬁil(dm —dmj) .. Z?f:l(dMN —dwmj)

(1) The Exhaustive-MAIDE Algorithm. We propose a brute-force method [35], in which it tra-
verses every combination of N devices out of M devices, and for those N devices, it traverses
every combination of N measurement locations. The result is given by the device-location com-
bination that has the largest summation. The algorithm requires to compare the summations of
CAI\,[I -N! = % combinations. Therefore, the complexity of the algorithm is O(% -N), which
is factorial in the case of measuring at multiple locations in order to onboard devices at one run.

(2) The Greedy-MAIDE Algorithm. We propose a fast searching algorithm that only has polyno-
mial complexity. Our algorithm has the same procedure as the Greedy Algorithm, but working
with the voting matrix V rather than the RSS matrix D. Our algorithm first finds the largest voting
in V, say RSS v;;. Then it assigns measurement location j with device ID i. Afterwards, the row
i and column j in V is set to —co. The procedure repeats N times until N devices at N measure-
ment locations are identified. As with the Greedy Algorithm, this algorithm has a complexity of
O(M - N -log(M - N)), which is polynomial. The Greedy-MAIDE Algorithm has almost the same
accuracy as the Exhaustive-MAIDE Algorithm (evaluated in Section 5.4).

4.3 AR-Assisted Measuring and Mapping Optimization

As mentioned in Section 3.4, MAIDE leverages AR to decide the measurement locations according
to our three constraints. Our measurement locations create the highest signal strength contrast
among devices, and thus improve the mapping accuracy. In addition, MAIDE also exploits AR
to guide users to pay more attention (e.g., taking longer measurement time) for devices that are
confusing for mapping, as explained below.

Recall that our mapping algorithms output the device-location combination that has the largest
summation for the likelihood vote matrix V. To locate confusing devices and locations, we compare
the device-location combinations of the largest summation and the second-largest summation. If
devices have the same location mapping in the largest summation and the second-largest sum-
mation combinations, they have high confidence in being correctly mapped. MAIDE removes the
corresponding rows (device IDs) and columns (location IDs) in V, which results in a smaller-size
V for confusing devices and locations. Then, MAIDE guides users to move to the measurement
locations of the confusing devices and indicates them to measure longer at these locations. Last,
MAIDE onboards the confusing devices by applying the onboarding algorithm to the smaller-size
V. This process of measuring and mapping loop can be continued until the system confidently
onboards all target devices.
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Fig. 7. lllustration of MAIDE App.

Our AR-assisted measuring-and-mapping loop not only reduces the overall measuring time
(compared to the method of increasing the measurement time for all devices), but also improves
the accuracy (evaluated in Section 5.9). In addition, our system is user interactive and friendly, as
users receive clear and real-time guide when using our app.

4.4 Clarification of Technical Contributions

MAIDE solves the three signal constraints and two physical constraints (mentioned in Section 3.1),
as explained below. (1) Different transmission powers. MAIDE does not rely on the absolute RSS
values of each device to onboard devices. Instead, MAIDE leverages the change of RSS measurements
of a device at different measurement locations for device identification. (2) RSS are indistinguishable
beyond a certain distance. MAIDE determines the measurement location close to the target device
so that the RSS difference between different measurement locations of a device is noticeable. (3)
RSS multipath effect. MAIDE proposes moving a phone in a circle way to mitigate the multipath
effect. (4) Devices are not approachable. MAIDE works when the distance ratio between devices
is small (i.e., they are not approachable) by carefully designing our onboarding algorithm based
on the RSS comparison at multiple measurement locations. (5) Close device placement. Similar
to point (4), MAIDE incorporates a voting-based algorithm that considers the likelihood of each
device at each measurement location, which shows promising results even when the distance ratio
between devices is small.

5 EVALUATION
5.1 Implementation

Putting everything together, we implement MAIDE app in the Android smartphone platform. The
app has about 1.6K lines of Java codes. Figure 7(a) shows the screenshot of the app, while onboarding
3 BLE light bulbs. First, the user selects the possible set of target devices based on the device names
received in beacon packets (as shown in Figure 7(b)). Second, the user focuses his phone camera
to the target devices. Afterward, the user clicks the light bulbs on the screen one by one. A Label
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Fig. 8. Moving a phone during measurement improves the onboarding accuracy because of the mitigation of
the multipath effect.

button is augmented on the screen for each light bulb (Figure 7(c)). During the measurement step,
the user clicks the corresponding Label button on the screen for a target device (Figure 7(d)), and
collects RSS reading for a few seconds at a measurement position close to the target device based
on the distance ratio. The user repeats this procedure for all devices to onboard. Afterward, MAIDE
automatically binds each visual object with its corresponding device ID. Then the user can control
these devices, e.g., setting the brightness level of a light bulb. Note that in general, the system needs
to perform two steps: (1) associate the physical device to its device ID, and (2) associate the physical
device to its visual representation (e.g. image or icon) in the app. The mechanism we presented so
far focuses on step 1. In a different prototype, we implement step 2, which is a smartphone AR app
that recognizes the target devices [5], and their corresponding locations in an AR-session based
on feature points (i.e., point clouds) extracted from ARCore SDK [14]. Then the app attaches
anchor points to the recognized target devices. Thus it associates each physical device to its visual
representation. The ARCore SDK also provides camera positions in the same AR session. After
selecting the anchor point corresponding to a target device, the app guides the user to reach the
measurement position and then perform a measurement for the computed duration.

5.2 Experiment Setup

We use Iotton BLE beacons and MagicLight BLE light bulbs as transmitters, and different smartphone
models such as Huawei Mate 20 and Google Pixel 2 as receivers. We mainly deploy BLE devices at
three sites: a small meeting room, a medium conference room, and an office corridor at Bell Labs,
Holmdel, New Jersey. The selected sites are representative for enterprise environments.

Data Collection. We deploy BLE devices on ceilings and make them into a line topology and
a grid topology, and collect RSS data at each measurement location for 30 seconds. The distance
between the phone and the ceiling is about 6 feet. For the line topology, we put 4 devices in the
small meeting room, the medium conference room, and the office corridor, and make them into a
line topology with 2 feet apart between adjacent devices. In total, we collect 33 traces for the line
topology. For the grid topology, we put 6 devices into a 2-by-3 grid in the medium conference room
with 4 feet apart between adjacent devices. In total, we collect 15 traces for the grid topology. We
also collect 10 traces for devices on the ceiling of the office corridor with various distances between
them (i.e., 6 feet, 8 feet, and 10 feet).

5.3 Mitigating Multipath Effect with Moving Phones

We first evaluate whether doing a circular movement while holding the phone during measurement
can reduce the multipath effect and improve accuracy. This is done by comparing circular movement
with the case holding phone static at a fixed location. Here we put two devices on the floor instead
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Fig. 9. Accuracy of onboarding two devices on ceilings with different onboarding algorithms.

Algorithm Topology: Liget Topology: Gri.c!
(2 feet apart on ceiling) | (4 feet apart on ceiling)
Naive 53.8% (median) 62.2% (mean)
Greedy 76.5% (mean) 64.4% (median)
MAIDE 87.9% 84.4%

Table 1. Accuracy of onboarding multiple devices that are shaped into a line topology and a grid topology.

of on ceilings for the convenience of experimenting with a wider range of distances. The devices
are placed 4 feet apart, one left and one right. Then we hold the phone 2 feet away from the devices,
measure once at the left side and once at the right side, each time collecting 30 seconds’ data. This
process is repeated for the two measurement approaches at different measurement distances up to
12 feet. Then we use the Greedy Algorithm to onboard these devices.

Figure 8 shows the onboarding accuracy of moving a phone and fixing a phone during measure-
ments. As we can see, moving the phone during measurements greatly improves the onboarding
accuracy. This is because RSS data are averaged in a region to combat the multipath effect. Therefore,
we always apply circular movements for the rest experiments.

5.4 Comparison among Onboarding Algorithms

We investigate the accuracy of different onboarding algorithms including Naive, Greedy, Exhaustive-
MAIDE, and Greedy-MAIDE. We use the collected data of two devices with distance of either 2 feet
or 4 feet in between. Therefore, the maximum difference of distances between the pair of devices
and the phone is only 0.3 feet (for the 2-feet case) and 1.2 feet (for the 4-feet case), respectively.

Figure 9 shows the overall accuracy comparison among these algorithms. It clearly shows that
the voting-based algorithms (i.e., exhaustive-MAIDE and greedy-MAIDE) outperform the Greedy
algorithm which in turn outperforms the Naive algorithm. The Greedy-MAIDE achieves similar
accuracy as the Exhaustive-MAIDE, both reaching 93.4% and 97.1% accuracy using the Mean
metric for 2 feet and 4 feet device distances, respectively. In the rest of the evaluation, we use the
Exhaustive-MAIDE algorithm and simply call it the MAIDE algorithm.

5.5 Devices in Different Topology

Table 1 tabulates the accuracy for the line topology and the grid topology. We use Mean in our
algorithm, and compare to the other algorithms with whichever metric gives its highest accuracy.
As we can see, MAIDE achieves higher accuracy than the Greedy algorithm, which in turn is more
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Fig. 10. Accuracy of onboarding 2 devices with different distance ratios versus measurement time length.

Distance Ratio 1.05 1.20 141 1.67 194
Measurement Cutoff time | > > 6s 4s 1s

Table 2. Measurement cutoff time for different distance ratios that guarantee 100% accuracy. > means that
longer measurement time is preferred.

accurate than the Naive algorithm. More specifically, MAIDE achieves an average 86.2% accuracy
for these two topologies, with an average improvement of 15.7% and 28.2% compared to the Greedy
algorithm and the Naive algorithm, respectively.

5.6 Measurement Duration Versus Distance Ratio

We study the measurement cutoff duration for a given distance ratio that guarantees 100% on-
boarding accuracy. We use the collected data for 2 devices that are 2, 4, 6, 8, and 10 feet apart. We
measure at 6 feet below, and thus the corresponding distance ratios are 1.05, 1.20, 1.41, 1.67, and
1.94, respectively.

Figure 10 shows the accuracy of onboarding 2 devices with different distance ratios versus
measurement time length. Generally, longer measurement time gives higher accuracy. On the other
hand, it is also clear that for larger device distance ratios shorter measuring time is enough to
guarantee 100% accuracy. This is because a larger distance ratio leads to larger signal level contrast
and hence easier to distinguish. Table 2 tabulates the measurement cutoff time that guarantees
100% accuracy. For distance ratios that are too small which cannot provide 100% accuracy, we
use the symbol > to indicate that longer measurement time is preferred in order to have higher
onboarding accuracy. The results show that a decreasing measurement time is required for larger
distance ratios to guarantee 100% accuracy. For example, we only need to measure 1 second’s data
with 100% accuracy when the distance ratio is 1.94.

5.7 Interference of Non-target Devices

We explore how non-target devices affect our onboarding algorithm. This is the case where the
number of measurement locations is smaller than the total number of devices since we only measure
at target device locations. We put two devices on a ceiling as target devices with 2 feet apart, and a
third device at one side as a non-target device, along the line of the target devices. We regard the
non-target device as the near interferer when it is 2 feet away from the closet target device and as
the far interferer when it is 4 feet away from the closet target device.
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Fig. 12. Mitigating interference of non-target devices by making more measurements at locations other than
target devices’.

Figure 11 shows the onboarding accuracy with interferers. The first bar represents the baseline
case of onboarding target devices without interferers. The next two bars represent the onboarding
accuracy of target devices with either near or far interferer, respectively. As expected, the near
interferer degrades the onboarding accuracy more significantly than the far interferer.

5.8 Mitigating Interference of Non-Target Devices

To mitigate the interference of non-target devices, we conduct experiments to explore whether
making more measurements at locations other than target devices’ can improve onboarding accuracy.
We again use the line topology shown in Figure 12(a). We consider the following two cases: (1)
Device 1 and device 4 are target devices, and device 2 and device 3 are interferers. In this case,
we randomly pick location 2 or location 3 when making one extra measurement, and pick both
location 2 and location 3 when making two extra measurements. (2) Device 2 and device 3 are
target devices, and device 1 and device 4 are interferers. In this case, we randomly pick location 1
or location 4 when making one extra measurement, and pick both location 1 and location 4 when
making two extra measurements.
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Fig. 13. AR-assisted measuring and mapping optimization, by taking longer measurement time for confusing
devices.

Figure 12 shows the onboarding accuracy versus the number of measurements. The first bar
represents the accuracy of onboarding two target devices out of four devices by only measuring at the
target devices (i.e., two measurements). The next two bars represent making 3 and 4 measurements,
respectively. The results show that making more measurements consistently improves onboarding
accuracy. We can see 15.2% improvement and 24.2% improvement for case 1 and case 2 respectively
when making two more measurements. Hence a natural conclusion is that in the cases where
non-target devices exist close to the target devices, we should make additional measurements at
the non-target device locations to improve onboarding accuracy.

5.9 AR-Assisted Measuring and Mapping Optimization

We investigate the benefits of the AR-assisted measuring and mapping procedures. In addition to
deciding the measurement locations, AR determines confusing devices from the mapping result,
and guides users to measure longer for these devices. We use the collected data for 2 devices that
are 2 feet apart on ceiling. The measurement time length is from 1 to 15 seconds (referred as base
time length in this experiment). We double the measuring time for confusing devices, and compare
with the case when we double the measurement time for all devices.

Figure 13(a) compares the accuracy of our AR-assisted method and the method of doubling
all devices’ measuring time. Both methods have higher accuracy than the baseline, since longer
measurement time results in higher accuracy. It is interesting to note that, from 6 seconds onward,
our method of doubling measurements of only confusing devices achieves even higher accuracy
than doubling all devices’ measurement time. This is probably because once we remove confident
device-location mappings from the vote matrix V, the problem size of remaining confusing devices
and locations is simpler and less uncertain. Figure 13(b) shows the extra measurement overhead of
both methods, comparing to the baseline. In our AR-assisted method, we only need to take extra
measurement for confusing devices, which is few in general. Therefore, our overhead is low, e.g.,
less than 10% measurement time for 7 seconds onward.

5.10 Approachable Scenario

In an approachable setting, where we deploy 5 devices at various positions such as on table, floor
and TV top in the medium conference room. In this case, MAIDE achieves 100% accuracy. Here the
result is as expected, as we have measured RSS very close to the target device. Thus the likelihood of
that device at its measurement location is significantly higher than at other measurement locations.
Our previous evaluations focus on more challenging scenarios when devices are not approachable.
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6 DISCUSSION
6.1 Application Scenarios

MAIDE has many potential applications, including large-scale device onboarding for industry
automation, inventory management, and interactive indoor maps.

Industry Automation. Industries are adopting machines that are equipped with wireless sensors
and actuators for large-scale automation. Operating theses sensors and actuators remotely is the
cornerstone of industrial automation. This requires registering them in the automation system.
In order to do so, the current de-facto process is to either enter each sensor/actuator ID into the
system manually, if this can be found in the original package; or through a trial-and-error process
where the operator can try to connect to the device and change its status (e.g. turn them on/off or
change status), and then observe the change and accordingly make the association. However, such
a manual process may be error-prone and inefficient. Instead, the proposed MAIDE mechanism can
simply use a phone to do the signal feature measurement close to each installed gadget. After all the
measurements are made, MAIDE automatically associates all gadgets’ IDs with their corresponding
locations.

Interactive Indoor Map for Enterprise. As enterprise buildings are continuously installing more
and more smart devices and appliances, provisioning and interacting with them is becoming a
challenge. One convenient way for the users to interact with these devices is to use a smartphone
app with an interactive indoor map of the building [7], where the smart devices are marked on
the map. With this, users can click on the devices on the map to control them. At the same time,
admin users can provision who is allowed to control which device at what time. In order to support
such an app, one needs to create a database of device IDs and their corresponding locations in the
indoor map. We need a streamlined process to create such a database dynamically for any indoor
environments whenever new devices are installed or replaced. We believe, in this usage scenario,
MAIDE can help in assigning device IDs on the map by associating the physical device to its beacon
and MAC address.

Inventory Management in Warehouse. In order to maintain a large inventory of IoT devices of the
same type (from the same manufacturer) in real-time, one has to keep a record of the device IDs. For
example, consider a hospital environment where patients are allocated smart heart-rate monitors
throughout their stay in the hospital. The devices are reassigned to new patients as old ones are
being charged. The de-facto process requires to first register all devices in the inventory manually
by entering their MAC addresses and serial numbers etc. into a database, and also attach a printed
label with its unique ID to this device. Then when the device leaves the inventory, a scanner could
be used to update the record. However, such a manual process may be error-prone and inefficient.
Instead, our onboarding solution can be used to manage the day-to-day inventory. For instance,
we can simply hold a smartphone close to the IoT device, and MAIDE automatically identifies the
device based on its beacon signal, despite having other beacon signals from similar nearby devices.

6.2 Practicability of MAIDE

Our evaluation settings are representative and thus we believe MAIDE can be readily applied to
other environments. We conduct experiments in three typical enterprise sites: a small meeting
room, a medium conference room, and an office corridor. As MAIDE can easily onboard devices
that are approachable (Section 5.10), we target challenging scenarios where devices are installed on
the ceiling. We collect more than 10 traces at each site during office hours when people are present
nearby.

Although RSS profiles are subject to environmental changes, our data collection method of
moving a phone during measurements mitigates the effect. During our data collection in the
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Related Area  Publication Category Limitation for IoT Onboarding
Device [1, 16, 21] Camera-based Infrastructure and privacy concern

Localization [18,19] VLC-based Infrastructure, light flicker, and availability

[3, 17, 27] RF-based Infrastructure and sensitivity

RSS Multipath [20, 28] Fingerprinting Laboring and time-consuming

Mitigation [15, 36] Propagation Modeling Detailed hardware information

Device [10, 34] Hardware-based Only work for specified devices

Identification [22, 23, 25] Trajectory-based Cannot work for fixed devices

Table 3. Comparison of representative related works.

building, people occasionally walked nearby, but our system still shows promising performance.
Nevertheless, there are several problems are worth to explore. (1) Detailed analysis of under what
circumstances our system wrongly onboards devices. For example, the grid topology has lower
accuracy than the line topology (Table 1). Since we need to onboard 6 devices in the grid and only
4 devices in the line, it may be prone to jump into the conclusion that our onboarding algorithm
does not scale with the number of devices. However, we conducted an experiment with 10 devices
on a ceiling and did not observe a clear pattern of accuracy change with the number of devices to
onboard. (2) The accuracy of some of our onboarding results is not very high. This is because we
target challenging device setups. Most of our experiments are done with devices that are only 2 feet
apart on a ceiling, which corresponds to a distance ratio of 1.05 from these devices to the phone.
In other words, these devices have approximately the same distances to the phone. For decent
distance ratios, e.g., larger than 1.4, MAIDE can easily separate these devices (Figure 10). Our current
conjecture is that a distance ratio larger than 1.3 in a typical enterprise and industry environment
similar to those in our experiments can give 100% accuracy. Although the thresholds of distance
ratio may not be the same in different environments, the principle of identifying measurement
locations remains valid, and a longer measurement time can be adopted to guarantee onboarding
accuracy. Nonetheless, more experiments are still needed to verify and quantify.

In general, MAIDE is not affected by the transmission powers of IoT devices because it does
not directly use absolute RSS values. Instead, it is based on the difference of RSS at different
measurement locations. The presence of WiFi devices may potentially affect the measurement for
BLE devices due to channel overlap. However, during our experiment, the inference of WiFi signals
does not seem to have much impact.

7 RELATED WORK

In this paper, we target a unique problem of IoT onboarding in a practical way. A practical
IoT onboarding system needs to work with any kind of wireless devices without relying on
extra/impractical information such as device locations (commonly required by tracking systems),
device hardware details (e.g., transmission powers, and receiver gains for channel modeling), and
offline environmental fingerprinting. To the best of our knowledge, no existing work can be applied
directly in this challenging application setting. Therefore, in Section 5, we evaluate MAIDE without
comparing it with other systems. Nonetheless, some works are related to the components of MAIDE.
We tabulate representative related works in Table 3 regarding device localization, RSS multipath
mitigation, and device identification.

Device Localization. A localization system can be used to locate the user or her mobile device and
associate the device ID of the strongest RSS with the closest IoT device. A plethora of localization
systems have been proposed, which can be roughly classified based on the data sources: (1) Camera-
based. A number of cameras can be deployed on-site. With known camera locations, an object
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can be localized through the geometry relationship (e.g., triangulation [16]) of the object in each
camera’s view. However, it is costly to build a camera-based localization system. An alternative
solution is to use Simultaneous Localization and Mapping (SLAM) [21] to online track the user’s
device. However, SLAM systems are heavy for mobile devices and thus require edge servers for
offloading [1]. In addition to the infrastructure cost, camera-based localization systems have severe
privacy issues. (2) Visible Light Communication (VLC)-based. Specialized LEDs can be used to build
localization systems such as Epsilon [19] and Luxapose [18]. Compared to camera-based systems,
VLC-based systems mitigate privacy issues. However, without careful system designs, they could
cause light flickers, which is harmful to humans [29]. In addition, VLC-based systems can only
work when the LEDs are turned on, and thus, they are not always available. (3) RF-based. RF-based
techniques have been proposed to solve localization problems [3, 17, 27]. For example, DLoc [3]
models the indoor WiFi environment by finger-printing and then localizes the target device in the
generated map. However, RF-based localization systems are sensitive to environmental changes.
As a result, they could lead to low accuracy in complex indoor environments. Compared to the
localization systems, MAIDE is an infrastructure-free solution.

RSS Multipath Mitigation. RSS is severely affected by the multipath effect, resulting in extremely
low localization accuracy when a proper multipath mitigation process is not incorporated. Prior
research has shown that using only RSS for localization has a median estimation error greater than
five meters [30], which makes it challenging to distinguish devices that are less than 1 meter apart.
There are two main methods to mitigate RSS multipath effect. (1) Fingerprinting. Environmental
constraints and fingerprinting can be used to establish the relationship between RSS measurements
and locations [20, 28]. However, finger-printing is laboring and time consuming for tasks such as
IoT onboarding. (2) Propagation modeling. Many path propagation models have been designed to
mitigate RSS multipath in indoor environments [15, 36]. They achieve higher ranging accuracy
than the classical log-distance path loss model. However, path propagation models require detailed
hardware information such as transmission power (dependent on the battery level) and antenna
gains of senders and receivers, which are inconvenient to obtain in practice. Compared with these
methods of mitigating the RSS multipath effect, MAIDE moves a phone in a circle way while making
measurements, which shows promising results.

Device Identification. Some works have studied the problem of identifying sources (devices) from
the received data/signal. They can be roughly divided into two categories. (1) Hardware-based.
The subtle difference of hardware has been leveraged to identify devices. For example, cameras
can be identified based on the captured images [10]; fluorescent lights and conventional LEDs
can be identified by leveraging the intrinsic optical emission features of these light devices [34].
However, these works target one specific device, e.g., LEDs and cameras, which cannot apply
to IoT devices of different varieties. (2) Trajectory-based. In this kind of work, the devices are
identified by matching the movement trajectory of devices with the change of sensor or wireless
signals. For example, IDrone [25] identifies drones by matching the drones’ trajectories from the
external cameras and the embedded inertial sensors. Similarly, UniverSense [22] identifies an IoT
device by moving the device in front of a camera and matches the device’s trajectory and inertial
sensor readings. In addition to the inertial sensors, wireless signals have also been exploited in
device identification. VisIoT [23] visualizes the source of the wireless signal on the screen with
specialized and customized hardware of directional antenna arrays. However, trajectory-based
device identification methods have limitations. Most IoT devices are fixed in place and cannot
be easily moved, e.g., those already deployed on ceilings. Also, it is expensive to build a vision
or specialized identification system for IoT applications. In comparison, MAIDE is a lightweight
solution that works for any wireless IoT device.
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8 CONCLUSION

In this paper, we propose MAIDE that targets an emerging necessity to onboard IoT devices in
an intuitive and convenient way. MAIDE is a streamlined system that consists of three stages to
onboard devices: filtering, measurement, and mapping. In the filtering stage, we collect broadcast
advertisement messages from surrounding devices. From these beacon packets, we select the
possible set of devices whose identities are potential candidates for the target devices. In the
measurement stage, we measure the signal features of the received advertisement messages from
the selected candidate devices at a unique measurement location for each target device. In the
mapping stage, we use a novel voting-based algorithm based on the measurement at different
locations to infer the identities of the target devices. MAIDE does not require modifications to
IoT devices and infrastructure support. It can run on COTS smartphones as an app, and thus it is
readily available. In addition, our evaluation results show that MAIDE achieves high accuracy with
short measurement time.
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